STRATEGY & GOVERNANCE  KUDELSKI gy
Advisory Services SECURITY '®

Ensure security strategies align with business priorities, budget and
regulations while facilitating the management of evolving threats.

Creating the framework for an effective cybersecurity program is a complex process. CISOs must be able to
demonstrate a comprehensive cybersecurity strategy that is aligned to business priorities and grounded in
common security frameworks, but agile enough to adapt to today’s advanced and evolving threats.

Kudelski Security’s Strategy & Governance Services empower CISOs with the methodology, research and
software necessary to design, manage, and automate mature governance and compliance programs in
support of a multi-year cybersecurity strategy.

Our cyber advisors are seasoned practitioners with experience in helping clients develop robust framewaorks,
policies and processes to manage programs effectively and gain visibility of their business risks. Combining
industry vertical perspectives, cybersecurity knowledge, and business acumen, our experts provide clear,
actionable advice that helps set strategic direction, define metrics, optimize compliance efforts, and
supports continuous improvement of a cybersecurity program.

Strategy & Governance — Advisory Services

Key Outcomes I_
« Cybersecurity Program Strategy

(Secure Blueprint)

Adopt an agile, business-aligned framework for
cybersecurity programs

Access innovative methods for communicating
program maturity to board and executive teams

Simplify regulatory complexity and automate risk
management programs

Get a clear understanding of the effectiveness
and risks associated with controls

Optimize security architecture across the
global enterprise

Ensure that impact on critical operations and
revenue streams is minimized during times of
business crisis or disruption

The Kudelski Security Advantage

Global perspective and
cybersecurity program-
centric solutions approach

© Compliance Framework Assessments
° Enterprise Security Architecture
° Privacy & Data Management

Premium executive-
based reporting with
actionable advice

to help set strategic
direction

© CISO Executive Leadership Program

° Cyber Reporting for Boards & Committees
° Security Metrics Program Development

° GRC Program Development

ADVISORY
SERVICES

Principal-level talent

- combined with robust
\ delivery methodology




Strategy & Governance

Advisory Services consultants take a long-term, customer-centric approach as they partner with CISOs to
navigate the complex process of creating the cybersecurity program strategy.

Our advisors combine deep domain knowledge and wide experience with Kudelski Security’s proven
methodologies to provide clear, actionable advice that helps set strategic direction, define metrics, optimize
compliance efforts, and supports a continuous improvement cycle.

Cybersecurity Program CISO Executive Leadership Cyber Reporting for Boards &
Strategy (Secure Blueprint) Program Committees
Our signature service, Secure Blueprint, Through executive mentoring and a Develop high-impact board presentations
helps CISOs evaluate and continuously tailored evaluation, security leaders can that focus on both design and delivery
improve security programs aligned to the enhance their capabilities for the modern for standardized, repeatable frameworks
organization’s overarching business goals. CISO role. to report on cyber risk, maturity and

business enablement.

GRC Program Compliance Framework Enterprise Security
Development Assessments Architecture
Achieve the right balance between Identify material control gaps, develop Enlist our advisors to optimize security
business enablement, risk management strategies for control design and across the global enterprise using
and regulatory compliance with risk mitigation, and provide a clear established frameworks to integrate
assistance from our team of understanding of the effectiveness and security in a bottom-up approach.
GRC experts. risks associated with controls.

Security Metrics Program Privacy & Business Continuity
DeveLopment Data Management Management
Develop a meaningful metrics program Get guidance on data lifecycle Build a comprehensive continuity
that facilitates board-level reporting and management processes for storing, management program that keeps your
garners executive commitment to drive processing and transmitting data securely critical operations and revenue streams
your cybersecurity initiatives forward. within your environment. intact during times of crisis

and interruption.

Strategy & Governance is one of four service pillars under Kudelski Security Advisory Services. The other
three pillars of which Kudelski Security has deep knowledge and experience are Threat, Vulnerability & Risk
Management, Incident Response & Cyber Resilience, and Strategic Cyber Staffing.

Kudelski Security, a division of the Kudelski Group (SIX: KUD.S), is an innovative, independent KUDELSKI
provider of tailored cybersecurity solutions to enterprises and public sector institutions.

Kudelski Security is headquartered in Cheseaux-sur-Lausanne, Switzerland, and Phoenix, SEcu R ITY ‘

Arizona, with operations in countries around the world.




