KUDELSKI
SECURITY Q

AdVISOry Services

A business-centric approach and global
perspective on cybersecurity management




Our advisors help CISOs achieve agile, comprehensive cybersecurity
that is aligned to business priorities and enables them to secure
board-level commitment for their investments.

CISOs have an almost impossible mission. Their role demands a full awareness of evolving threats

and the ability to keep their organization ahead of the curve, balancing program agility with long-term
information security strategies, while ensuring compliance with regulatory demands. Increased attention
from the board of directors means CISOs must also be able to demonstrate the organization’s cyber
maturity level and risk posture at any time, providing data that measures the business value

of investments.

Our Advisory Service consultants assist CISOs in every aspect of their mission, leveraging Kudelski
Security’s unique approach to cybersecurity strategy to deliver trusted support. CISOs are empowered
with the tools they need to develop, manage and report on cybersecurity programs that are end-to-end,
business aligned, built on smart investment priorities and adaptable to evolving risks and priorities.

Secure Blueprint Approach to Strategy

Our approach to Advisory Services is framed in
Secure Blueprint, a unique, innovative approach to
strategy that enables CISOs to gain and maintain
full visibility and control of their security program,
with the metrics to evaluate and drive

continuous improvement.

Understanding our client’s business and their
existing security program allows our advisors to
provide relevant insights into the mix of people,
process and technology that positively impacts risk
mitigation efforts, and to keep the security program
aligned with the organization’s evolving

business priorities.

The Cybersecurity Portfolio Management Model
(CPMM) used in our Secure Blueprint approach
delivers the strategy and metrics that CISOs need
to develop effective cybersecurity programs and
measure their progress.

Advisors use the CPMM to empower CISOs to
create strategic programs that meet demands
of governance and compliance, build effective
management of risk, threats and vulnerabilities,
and help strengthen their resilience and
remediation capabilities in case of attack.
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Advisory Services

Kudelski Security Advisory Services offer you the deep knowledge and wide experience of our expert
consultants across a broad set of capabilities and offerings. Our services are delivered using robust,
proven methodologies, and are organized into four service pillars.

Strategy and Governance Risk, Threat and

Vulnerability Management

Programs that help ensure security Programs that evaluate and assess

strategies are business aligned, consistent business threats, design cyber risk

with regulations, cost effective and programs, and create remediation

facilitate management of evolving risks. strategies for identified vulnerabilities.

*  Cybersecurity Program Strategy *  Threat & Vulnerability Program
(Secure Blueprint) Development

*  Security Leadership Coaching *  Cyber Risk Assessments

*  Security Metrics Program Development *  Vendor & Third-Party Vendor

*  GRC Program Development Management

*  Compliance Framework Assessments *  Cloud Security

°  Enterprise Security Architecture *  Software Assurance

*  Privacy & Data Management * Advanced Penetration Testing

*  Business Continuity Management

Incident Response and

Cyber Resilience Cybersecurity Staffing

Programs that prepare and train Kudelski Security executive and senior-
organizations to become more resilient level consultants are on hand to support
to cyber breaches, and if needed, provide clients’ short-term resource gaps and
emergency support to identify, contain provide cyber resources to execute

and mitigate attacks and reduce the timely cyber initiatives.

impact on business. < VCISO

*  Cyber Response Readiness *  Security Program Management

* Incident Response & On-demand *  Security Project Management

Retainers
*  Cyber Threat Hunting Assessment
*  Tabletop & Threat Simulation

Advisory Services are complemented by our capabilities across three additional business pillars —
Technology Consulting, Managed Security Services and Custom Solutions — supported by over 200
dedicated consultants, engineers and technical specialists. Leveraging our unique Secure Blueprint
approach, organizations partner with us to build long-term, business-aligned cybersecurity programs that
answer their toughest challenges and meet their evolving needs.
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