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EXECUTIVE SUMMARY

Overview

AZERO.ID engaged Kudelski Security to perform a secure code assessment.

The assessment was conducted remotely by the Kudelski Security Team.
Testing took place on April 26, 2023 - May 22, 2023, and focused on the following objectives:

e Provide the customer with an assessment of their overall security posture and any risks that were
discovered with the smart contracts.

e To provide a professional opinion on the maturity, adequacy, and efficiency of the security measures
that are in place.

e To identify potential issues and include improvement recommendations based on the result of our
tests.

This report summarizes the engagement, tests performed, and findings. It also contains detailed descriptions
of the discovered vulnerabilities, steps the Kudelski Security Teams took to identify and validate each issue,
as well as any applicable recommendations for remediation.

Key Findings

The following are the major themes and issues identified during the testing period. These, along with other
items, within the findings section, should be prioritized for remediation to reduce the risk they pose.

e Lack of input validation for admin,
e Overpaying for the user was possible.

Important note regarding all smart contracts and the way they are managed:

e Smart contracts are managed by a centralized authority, which can be different for each smart
contract. AZERO.ID’s team were well aware of this and planned to use a multisig account to reduce
the risk of having corrupted admins.

During the code review, the following positive observations were noted regarding the scope of the
engagement:

e The code was well written,

e Security was a part of AZERO.ID’ reflection during the implementation, which is demonstrated by the
fact we did not find any findings with a High severity level.

e Tests were also provided as part of the project.

e Finally, AZERO.ID’ team were extremely responsive, and always available to have helpful technical
discussions.

While our comprehensive smart contract audit has highlighted security vulnerabilities into AZERO.ID smart
contracts, it is important to recognize that this assessment does not guarantee the identification of all
potential vulnerabilities, as the constantly evolving nature of the Blockchain security landscape requires
ongoing vigilance and adaptation.

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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Scope and Rules of Engagement

Kudelski performed a Secure Code Review for AZERO.ID. The following table documents the targets in
scope for the engagement. No additional systems or resources were in scope for this assessment.

The source code was supplied with the commit hashes in private repositories at:

AZERO.ID
Secure Code Review

e https://github.com/azero-id/contracts/commit/d3edd6f20c0388e572929243f2e0b4el1f6f42fb7

o Subfolder:

anzs_fee calculator
anzs registry

anzs _merkle verifier
anzs name checker

anzs_router

o  Written with ink! version 4.0.1

AZERO.ID

anzs_fee calculator/
— lib.rs

— Cargo.toml

anzs merkle verifier/
— lib.rs

— Cargo.toml
anzs_name checker/
— lib.rs

— Cargo.toml

anzs registry/

— lib.rs

— address dict.rs
—— Cargo.toml
anzs_router/

F— lib.rs

— Cargo.toml

Table 1: Scope

A further round of review was performed by Kudelski Security, May 31, 2023, on remediations with the code

available at:

e https://qgithub.com/azero-id/contracts/pull/98

TECHNICAL ANALYSIS & FINDINGS

During the Secure Code Review, we discovered 9 findings with low severity.

The following chart displays the findings by severity.

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved.
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Figure 1: Findings by Severity
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Findings

The Findings section provides detailed information on each of the findings, including methods of discovery,
explanation of severity determination, recommendations, and applicable references.

The following table provides an overview of the findings.

I T

KS-AZID-01 Admin-led contract Acknowledged
KS-AZID-02 Low Zero Address Verification Resolved
KS-AZID-03 Low Absence of Pause Function Acknowledged
KS-AZID-04 Low Risk of overspending for the users Resolved
KS-AZID-05 Low Lack of inputs validation Resolved
KS-AZID-06 Low Invisible Unicode characters accepted Resolved
KS-AZID-07 Low Risk of phishing domains Resolved
KS-AZID-08 Low Risk of Overflow/Underflow Resolved
KS-AZID-09 Low Unwanted registration/Role possible Resolved
KS-AZID-10 Informational = Maodification of Storage before input validation Informational
KS-AZID-11  Informational Duplication of code Resolved

Table 2: Findings Overview

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-01 — Admin-led contract

Severity LOW

Status ACKNOWLEDGED

Likelihood Difficult

Description

The account identified as admin in any of the AZERO.ID contracts reserves the power to withdraw tokens,
delegate the admin function or update the contract logic entirely. These features increase the power of the
admin which makes it crucial to protect the admin the correct way. Of course, compromising the admin
account is difficult, but Kudelski Security team wants to highlight that there is also an internal threat factor.
This factor can not necessarily be a malicious user but also errors during admin operations or compromised
credentials from mismanaged key material. For example, in this case of the Axie Infinity hack (see
Reference below) a compromised credential was used to gain admin control and steal funds.

However, it is important to highlight that the Kudelski Security team engaged in conversations about this
risk with AZERO.ID team during the audit, and they confirmed that they will use multisig accounts when it
comes to admin operations which greatly limit the risk of the above-mentioned scenario to happen.

Impact
A malicious admin can drain funds from the contract, modify the registry database and update the contract
logic introducing malicious code.

Evidence

#[ink({message)]
upgrade contract{ self, code_hash: [u8; 32]) Resulte(}= {
self.ensure_admin(}7;
ink: :env::set_code_hash{icode_hash).unwrap_or_else{|err| {
panic!{
"Failed to ‘set_code_hash® to {:7} due to {:7}",
code_hash, err

i
ink: :env::debug println!({"Switched code hash to {:?}.", code_hash);

k((])

Snipped

Figure 2:The upgrade_contract function allows an admin to completely substitute the contract code with new
one.

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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Affected Resource

e anzs fee calculator
e anzs name_ checker

e anzs merkle verifier
® anzs registry

. anzs_ router

Recommendation

The Kudelski Security team recommend following best practices in setting up and utilizing a multi-signature
or threshold signature account for the admin role. Control over this account should be distributed among
trusted parties and none of the parties involved should have a majority of secret shares of the admin account
at any time during creation, utilization and at rest.

Reference
e https://www.certik.com/resources/blog/What-is-centralization-risk
e  https://wiki.polkadot.network/docs/learn-account-multisig
e https://blog.mollywhite.net/axie-hack/

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-02 — Zero Address Verification

Severity LOW

Status RESOLVED

Likelihood Difficult

Description

AZERO.ID contracts do not perform the Zero Address Verification. The Aleph Zero “Zero Address” is an
existing address on the network which has a publicly known secret seed. Errors could lead to having token
assigned to the Zero Address by a user. The Zero Address could become the admin of smart contracts when
the set admin function has been called using the Zero Address as argument. In this case the issue would
have high impact on the AZERO.ID project, compromising its core assets. There are two possibilities to have
such event happen:

1. The current admin is making an error by using the Zero Address as argument.

2. The admin account is compromised. This would mean that an external attacker successfully took
control of the secret key of the admin account.

Impact

Once the Zero Address receives any coins/token then those tokens can be considered lost, as they can be
stolen by any users. In a worst-case scenario, the Zero Address could become an admin of a smart contract
and update the contract to anything. As an external attacker needs to compromise the admin account to
critically impact the AZERO.ID project, we consider this as a low likelihood and difficult to achieve attack.
For these reasons the Kudelski Security’s team has set the severity of the finding to LOW, despite having a
high impact.

Evidence

To prove this finding, we used the cargo package manager to set the admin of one of the contracts to the
Zero Address.
Command executed:

cargo contract call --suri "$SEEDKS3" --url "SURL" --contract "SCONTRACT 3" \\
--message set admin \\

-—args 0x0000000000000000000000000000000000000000000000000000000000000000 -x

It accepts the change admin to the Zero Address as the Figure below demonstrate it.

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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et_admin (skip with --skip-dry-run)
as required estimated at Weight(ref time: 3912368128, proof size: 131872)
Confirm transaction details: (skip with --skip-confirm)
set_admin
BABBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBBB
3 proof_size: 13

Balances =*Withdraw
H RF'+DFF1DT UuukxuksBhZl "PWNTL7h4
6mTZERQ

3 xluukxuksBhz R
: SDUrDosD: pgoRAla;pr*png_a]kFAp]FL

vent Balances —*Deposit
UuukxuksBhZUSzKWr PWNTL7h4.

amount
vent Treasur -’Dep051t

value:
vent TransactlonPayment —*TransactionFeePaid

who: SFv UuukxuksBhZl WrPWNTL7h4

actual_fee: SmTZERD

tip: @TZERD
vent System —»ExtrinsicSuccess

dispatch_info: DispatchInfo { weight: Weight { ref time: proof_size: 8549 }, class: Normal, pays fee: Yes }

Figure 3: Output of after changing the Admin to the Zero Address

After the completion of this call, CONTRACT_3, which is in our case the anzs merkle verifier smart
contract, the admin is set to the Zero Address which means that everyone could call admin-only function.

Affected Resource

e anzs fee calculator
e anzs name checker

e anzs merkle verifier
e anzs registry

(] anzs_router

Recommendation

The Kudelski Security team recommend the implementation of the Zero Address checks in the code
particularly for critical function such as set admin (all smart contracts) or withdraw (anzs_registry).
Additionally, Kudelski Security team recommends a process for updating and deploying the smart contracts
that can check and ensure the zero address is not set prior to committing the code to the network.

Reference
e https://wiki.polkadot.network/docs/learn-account-multisig

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-03 — Absence of Pause Function

Severity LOW

Status ACKOWNLEDGED

Likelihood Difficult

Description
All five smart contracts are controlled by a central authority called admin The admin has different

responsibilities such has defining prices, setting Unicode code range, or updating smart contracts. This is a
non-exhaustive list of responsibility. Although of acceptable, there is a level of centralization to AZERO.ID’
smart contract. There is currently no admin-controlled pause function in any of the five smart contracts.

Impact
The absence of a pause function prevents the admin to limit the damage in case of attack or vulnerabilities

discovery. For example, the attack on the Nomad Bridge (see Reference below) where the attack was
replayed multiple times to drain all the founds. A pause function, once the attack has been discovered, would
allow to stop, and limit the damage inflicted by this attack.

Evidence
N/A

Affected Resource

e anzs fee calculator
e anzs name_ checker

e anzs merkle verifier
® anzs registry

® anzs router

Recommendation

The Kudelski Security team recommends the implementation of a pause function which can be only called
by the admin. We particularly recommend it for the smart contract anzs_registry which the central
element of the AZERO.ID project.

Reference
e https://www.halborn.com/blog/post/the-nomad-bridge-hack-a-deeper-dive
e https://sm4rty.medium.com/nomad-bridges-200-million-exploit-postmortem-9d1cd83db1f7

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-04 - Risk of overspending for the users

Severity LOW

Status RESOLVED

Likelihood Difficult

Description

When a user registers a user a domain, they need to pay a fee which must be at least of a certain price.
However, there is no protection for user of overpaying a domain name. In particular, the function
register on behalf ofinazns registry checksonlyif transferred < price, so any value
equal but also greater than the domain price will be accepted.

Impact
There is a risk of overspending for the user, meaning that without additional checks the user might end up
paying more that the value of a domain.

Evidence

let transferred env{}.transferred_value(};
transferred - price {
Err{Error: :FeeNotPaid);

Snipped

Figure 4: Code snippet showing check on price in azns_registry/lib.rs

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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M Metadata ® Interact
Caller @
Qutcome
...::: '.'g Ks1 -
SENG_oES) Return value
1
ok: [
Message to Send () ‘27,
[Py
getNamePrice(name: String, duration: u8): ResultcResult<(ul28,ul28), AznsFeeCalculatorError>, InkPrimitivesLangError> v 1
]

name: String

Ks13

Transactions lo,
duration: u8 2

od
Figure 5: Proof of overspending on the aleph zero testnet
ury-run outcome
ﬁ KS1 "
SENG_oES] Contract call will be successfull
Exccution result
Message to Send () Ok [}
register(nane: String, yearsToRegister: us, referrer: Option<Texts, merkleProof: Option<Vec<[u8;32]»>, setAsPrimaryllame: bool): Rest v GasConsumed
refTime: 9002043492 (o] proofSize: 144412 ]
name: String
GasRequired
Ks13 :
refTime: 9185257673 (8] proofSize: 245006 (0]
yearsToRegister: u8
StorageDeposit
02 charge: 17.2482 mTZERQ (0]

referrer: Option<Text>

Do not supply c,

Transactions log
merkleProof: Option<Vec<[u8;32]>>

Do not supply ()

setAsPrimaryNane: bool

false v
RefTime Limit @ ProofSize Limit ©
9185257873 245006
Using Estimation - Uso Custom Using Estimation - Use Custom
Storage Deposit Limit © Value ©
Do not use » 10000q TZERO

Figure 6: Proof of overspending with large amount of TZERO on aleph zero testnet

Affected Resource

e anzs registry/lib.rs line 360

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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Recommendation

The Kudelski Security team recommends verifying the correctness of the price paid and to set a fixed
maximum value that can be transferred to the contract when registering a new domain to protect the user
from overspending.

Reference
N/A

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-05 - Lack of inputs validation

Severity LOW

Status RESOLVED

Likelihood Difficult

Description

AZERO.ID smart contracts lack input verification particularly from admin-only function. This means that
errors made by the contract’s admin could results into contracts’ logic break or even contract failure.

For example, in the smart contract anzs name checker, the Unicode range accepts all u32 without any
checks, this means that the upper bound of this range could be set to a smaller number than the lower
bound.

Impact

The impact of this finding is that it could break the logic of the contract. In the example mentioned above, for
example when setting up the Unicode range in anzs_name checker with an upper bound smaller than
the lower bound, users will not be able to register new domain names. This would prevent the AZERO.ID
project from any earnings.

Evidence

#[ink(message)]
set_allowed_unicode_ranges( self, ne es: Vec<UnicodeRange>) Resulte()> {
ensure_admin(}7;
allowed_unicode_ranges - new_
Ok(())}

Snipped

Figure 7: Example of lack of input verification

Affected Resource

e anzs fee calculator
e anzs name_ checker

e anzs merkle verifier
® anzs registry

(] anzs_ router

Recommendation
Addition of inputs verification for admin function, to protect against mistake done by the admin

Reference
N/A

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-06 - Invisible Unicode characters accepted

Severity LOW

Status RESOLVED

Likelihood Difficult

Description

The Unicode Standard includes many control characters that have not visual representation, but instead
serve to control the interpretation and display of other characters. For example, the zero-width space
(U+200B) or the zero-width non-joiner (U+200C).

The contract azns_name_checker does not check if the individual characters in a name are correct,
printable UTF-8 characters and this allows non-printable characters to be included in the domain name. As
these characters are invisible, it would be impossible for a user to recognize when a domain name includes
these characters.

As an important note, the Kudelski Security team was made aware that AZERO.ID intends to exclude
these characters from the allowed Unicode ranges in their deployment pipeline, which remains out of scope
of this audit.

Impact

A malicious user has the capability to fabricate a domain name that closely resembles a legitimate user's
domain name, incorporating a variety of concealed characters within it. This could potentially deceive
unsuspecting victims into erroneously associating the forged domain name with the authentic one.

Evidence

Caller (3
Outcome

*.s. test_domainsl
- ® - '3
5C82_ ik Return value

[
{

Message to Send O Registered: {
owner: '5F7bjlwMcNodHIrLTxppe3KK1zLidRP3DXYwDWBDmMKNG T
getNameStatus(names: Vec<Text>): Result<Vec<AznsRegistryNameStatus>, I w ynb',
controller: '5F7bjlwMcNodHIrLTxppe3KK1zLidRP3DXYwDwBD
mKn&fynb',
names: Vec<Text> resolved: '5F7bjlwMcNodHIrLTxppe3KK1zL idRP3DXYwWDwWBDmK
n6fynb’,
Vec<Text= ~ _ 1,

{
Registered: {
owner: '5C82j4Lf25drdHbVawdbkcSCuildy rhKX3alQVFBTERPL

L]

mydomain

kif',
controller: '5C82j4Lf25drdHbVawdbkeSCuildyrhkX3alQVF8
TEhPikIT',
1 resolved: '5082j4Lf25drdHbV4wdbkcSCuilddyrhiKX3aLQVFETE
hPikJT*,
mydomain h
L
] o
© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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azns_registry
g t G

register
|‘ .

addr: HNaong

5 ifu
-+ Transfer

t =+ TransactionFeePaid
3 idR

siciuccess
atchInfo {

Mormal,

Figure 8:Two seemingly identical domains (one containing a zero-width character) registered to the same
registry

Affected Resource

e azns name checker/lib.rs line 65

Recommendation

The Kudelski Security team recommends to thoroughly inspect the domain name to remove any non-
printable characters from the user input, preventing the exploitation of such deceptive practices.

Reference

e https://en.wikipedia.org/wiki/Unicode control characters
e https://www.unicode.org/versions/Unicode15.0.0/ch05.pdf

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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SECURITY

KS-AZID-07 — Risk of phishing domains
Severity LOW
Status RESOLVED

Impact Likelihood Difficulty
Medium Moderate
Description

When allowing multiple alphabets, the user is exposed to the risk of confusing domain names that use
similar characters. For example, the domain example.azero uses both Latin (blue) and Cyrillic (red)
characters.

The Kudelsksi Security’s team has discussed this issue with AZERO.ID, and they are already aware of this.
In the code it is already present a functionality to allow subsets of Unicode in terms of “Unicode ranges” to
exclude illegal characters.

Impact
Given Unicode ranges large enough, malicious actors can register ambiguous domain names with the goal

to perform phishing attacks.

Evidence

let allowed = name.chars().all( | char {
allowed_unicode_ranges.iter().any( range <
let lower - range.lower;
let upper = range.upper;

lower char u32 char u32 upper

3

Figure 9: The function to check allowed characters in the NameChecker contract allows for any Unicode
range to be valid for each character

Affected Resource

e azns name checker/lib.rs line 98

Recommendation
The Kudelski Security team recommends following best practices in dealing with domain names over the
Unicode space and align with the DNS rules, in particular:

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
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o allow only one alphabet at the time for any domain name
o disallow Unicode control characters and non-printable characters (See KS-AZID-05).

Reference
e https://www.xudongz.com/blog/2017/idn-phishing
e https://www.icann.org/resources/pages/idn-guidelines-2011-09-02-en
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SECURITY

KS-AZID-08 — Risk of Overflow/Underflow

Severity LOW

Status RESOLVED

Likelihood Difficult

Description

The protection against overflow/underflow has been turned off for the anzs_registry smart contract
which is the central element of the AZERO.ID project. A user who registers a domain needs to pay a fee
which correspond to a base price to which is added a premium. An attacker could register its domain for a
period such that base_price + premium = u128::MAX+1. This would allow the attacker to register its domain
for free.

This issue can also occur when the admin set a price to high.

Impact

It allows attacker to register domain for free. However, because the price and the premium are given in
ul28, the attacker would require for the attacker having an unrealistic amount of AZEROs to be able to
perform the attack. Therefore, this attack is unlikely to happen.

Evidence

let (base_price, premium, discount, referr
get_name_price{name.clone(), re ent, years_to gister, referrer.clone())
let price - base_price + premium - discount;

Snipped

Figure 10: Overflow Risk

Affected Resource

e anzs registry line 355

Recommendation
We recommend enabling the overflow check in anzs registry/Cargo.tolm, in order to avoid the risk of
overflow.

Reference
N/A
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KS-AZID-09 — Unwanted registration/role possible

Severity LOW
Status RESOLVED

Likelihood Difficult

Description
In AZERO.ID smart contracts, it is possible to transfer the ownership/role to any users. For example, an

attacker who owns domains could transfer the controlling and resolving addresses to a user who does not
want to be the controller. It is important to highlight that an attacker could also directly use the
register on behalf of function to assign a domain to honest user.

Impact
Honest users own/control domains that they do not want to. This is the only impact as it does not prevent an

honest user to register domain on their owns. Indeed, there is no risk of DoS for the honest users which
justify the severity level of this findings.

Evidence

#[ink(message)]
set_controller( self, name: String, new_controller: AccountId) Result<()> {

let caller env().caller(};
ensure_controller(icaller, &name)7;

let address_dict get_address_dict_ref(&name) 7;

let old_controller - address_dict.controller;

address_dict.set_controller(new_controller);
name_to_address_dict. insert(iname, ‘address_dict);

remove_name_from_controller(icaller, Sname);

add_name_to_controller{inew _controller, tname);

env().emit_event(SetController {
name,
from: caller,
old_controller: Some(old_controller),
new_controller,

});

ok(())

Snipped

Figure 11: Set Controller can be assigned to anyone
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Affected Resource
e anzs registry lines 317-385, 545-570, 519-542

Recommendation

The Kudelski Security team suggests adding a possibility for users to rejects any domains they have been
assigned too.

Reference
N/A

© 2023 Kudelski Security, Inc. For Public Release. All Rights Reserved. Version 1.3.1 | 7/28/2023
Page 23 of 29



AZERO.ID
Secure Code Review

KUDELSKI
SECURITY

KS-AZID-10 — Modification of Storage before input validation

Severity INFORMATIONAL

Description
The function update records inthe anzs registry smart contract is modifying the storage before

verifying the validity of the input. A user can modify the records for his domains and records have a
maximum size. When a user is adding new elements to the records, the function first modifies the storage
allocated to the records and only after verifies that the records do not exceed the maximum size allowed.

Impact
An adversary could attempt to register large records in an attempt to break the storage logic of the contract.

Evidence

let updated_records: Vec<(String, Stringl> = data.into_iter(}.collect();
records. insert{.iname, ‘updated_records);

ensure_records_under_limit{tname)?;

env().emnit_event(RecordsUpdated { name, from: caller });
Ok(()}

Snipped

Figure 12: Snippet of the function update records modifying the storage before checking the validity of the
input.

Affected Resource

e anzs registry (line 601)

Recommendation

The Kudelski Security team suggests of checking the size of new updates such that they will increase the
records size above the maximum limit. Another option could be a maximum size of input to limit the risk of
arming the storage correctness of the contract.

Reference
N/A
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KS-AZID-11 — Duplication of code

Severity INFORMATIONAL

Description
Function ensure admin has been duplicated in all five smart contracts.

Impact
N/A

Evidence

ensure_admin( ) Result=(})> {
admin envi).caller() {
Err(Error: :NotAdmin)
{
Ok((})

ensure_admin( ) Result<(), Error> {
env()}.caller() admin {
oOk(()),
Err(Error: :NotAdmin),

Snipped

Figure 13: ensure_admin function in two different smart contracts

Affected Resource
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e anzs fee calculator
e anzs name checker

e anzs merkle verifier
e anzs registry

® anzs router

Recommendation
We recommend avoiding the duplication of code.

Reference
N/A
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METHODOLOGY

During this source code review, the Kudelski Security Services team reviewed code within the project within
an appropriate IDE. During every review, the team spends considerable time working with the client to
determine correct and expected functionality, business logic, and content to ensure that findings incorporate
this business logic into each description and impact. Following this discovery phase the team works through
the following categories:

- Authentication

- Authorization and Access Control
- Auditing and Logging

- Injection and Tampering

- Configuration Issues

- Logic Flaws

- Cryptography

These categories incorporate common vulnerabilities such as the OWASP Top 10
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Tools

The following tools were used during this portion of the test. A link for more information about the tool is
provided as well.

e Aleph Zero testnet
e Substrate
e Cargo contract package manager

e Semgrep
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Vulnerability Scoring Systems

Kudelski Security utilizes a vulnerability scoring system based on impact of the vulnerability, likelihood of an
attack against the vulnerability, and the difficulty of executing an attack against the vulnerability based on a
high, medium, and low rating system

Impact
The overall effect of the vulnerability against the system or organization based on the areas of concern or
affected components discussed with the client during the scoping of the engagement.

High:
The vulnerability has a severe effect on the company and systems or has an affect within one of the
primary areas of concern noted by the client

Medium:
It is reasonable to assume that the vulnerability would have a measurable affect on the company
and systems that may cause minor financial or reputational damage.

Low:
There is little to no affect from the vulnerability being compromised. These vulnerabilities could lead
to complex attacks or create footholds used in more severe attacks.

Likelihood

The likelihood of an attacker discovering a vulnerability, exploiting it, and obtaining a foothold varies based
on a variety of factors including compensating controls, location of the application, availability of commonly
used exploits, and institutional knowledge

High:
It is extremely likely that this vulnerability will be discovered and abused

Medium:
It is likely that this vulnerability will be discovered and abused by a skilled attacker

Low:
It is unlikely that this vulnerability will be discovered or abused when discovered.

Difficulty

Difficulty is measured according to the ease of exploit by an attacker based on availability of readily available
exploits, knowledge of the system, and complexity of attack. It should be noted that a LOW difficulty results
in a HIGHER severity.

Easy:
The vulnerability is easy to exploit or has readily available techniques for exploit

Moderate:
The vulnerability is partially defended against, difficult to exploit, or requires a skilled attacker to
exploit.

Difficult:
The vulnerability is difficult to exploit and requires advanced knowledge from a skilled attacker to
write an exploit

Severity
Severity is the overall score of the weakness or vulnerability as it is measured from Impact, Likelihood, and

Difficulty
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