TECHNOLOGY KUDELSKI gy
ASSESSMENT SECURITY

Technology Services

Comprehensive review of current defenses to identify and plug security holes
and improve overall performance

As organizations develop and technologies advance, security infrastructures must also evolve. In the process,
redundancies, inefficiencies and gaps in protection can emerge, creating vulnerabilities.

Kudelski Security’s Technology Assessments provide an opportunity to review proactive and reactive defenses,
gauging whether critical assets are protected and providing visibility on any areas that need immediate attention.
We offer both area-specific assessments as well as a comprehensive cybersecurity program assessment. We
have carried out hundreds of assessments over the past 10 years across varied industry verticals. We have
long-term relationships with many of our clients, who value the integrity of our engineers, their knowledge of
technology solutions and architecture as well as their ability to relate assessment findings to the bigger picture
of a cybersecurity program, strategy, and business objectives.

Key Outcomes

Security weak points identified, enabling
focused action

Prioritized action plan delivered with
consolidation and cost-saving measures
opportunities that map to critical issues and Solution

help close security gaps = Implementation
& Migration
Services
Adherence to industry and vendor standards

assessed; compliance requirements met

Services

A trusted partner for any resulting architecture
Tune-ups

design or implementation services

The Kudelski Security Advantage

Depth of Experience Holistic Understanding Trusted Partner
*

500 companies




Our consultants follow a Your business relies on your network infrastructure being available,

prescriptive four-phase approach secure, flexible, optimized, and scalable. Kudelski Security’s Technology

to assess your current state: . . . . . .
Assessment Service reviews your security infrastructure to identify
opportunities for improvement and help you make more informed and

. strategic business decisions.
Phase 1: Requirements g

The need for an assessment can be identified by the CISO, architect or
administrator, proposed as an outcome of another Kudelski Security
and integrate industry trends that are service, or come to light as a result of a Secure Blueprint engagement.
relevant to the customer environment. Secure Blueprint provides the Technology Consulting team with a high-
level indication of what areas they must drill down into, in order to
assess security-related gaps as well as support your

business requirements.

We seek to understand a full picture
of issues, pain points and future needs

Phase 2: Baseline

Service Deliverables
We build a thorough understanding

of the current state and environment List of potential solutions, cost-saving measures and consolidation
across infrastructure deployed, opportunities that map directly to critical issues found during the
seriies e eperaiionel sepecte. assessment, and support your business requirements

Prioritized recommmendations, Standard Operating Procedures,
best-practice checklists, adherence to industry standards and

Phase 3: Analysis . .
compliance requirements

We investigate current environment
to identify capability gaps, issues and
future needs.

Reporting on whether the technology is properly configured,
integrated, and aligned with vendor standards

Supported Technology

We assess everything that falls within our comprehensive Reference
Architecture. We maintain hundreds of certifications to support these
We recommend steps for improvement abilities, and in many cases, our teams are recommended by the

and outline associated impact and hardware vendors themselves.
benefits. This phase includes a

Phase 4: Recommendations

transformation roadmap and
action plan. Partners

We are focused on market leading technologies that provide best-of-breed capabilities.
We implement and integrate these solutions to create greater security effectiveness.
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Our European-based teams are strongly positioned to cater for your
international project needs and issues such as regulatory compliance.

Kudelski Security, a division of the Kudelski Group (SIX: KUD.S), is an innovative, independent KUDE I-SKI
provider of tailored cybersecurity solutions to enterprises and public sector institutions.

Kudelski Security is headquartered in Cheseaux-sur-Lausanne, Switzerland, and Phoenix, SEBURITY ‘

Arizona, with operations in countries around the world.






